ANNEX B (I NTELLI GENCE) to TRADCC Mbbilization and Operations
Pl anni ng and Execution System 1-97 (TMOPES 1-97)

1. SI TUATI ON
a. Strategic Threat. See Appendix 1.
b. CONUS Threat. See Appendix 2.
Cc. Assunptions. See basic plan.

2. MSSION: On order, Deputy Chief of Staff for Intelligence
(DCSI NT), provides the TRADOC | eadership the intelligence and
security support to inplenment TRADOC support of approved
operations, contingencies, and any |level of nobilization.

3. EXECUTI ON.
a. Concept of Operations.

(1) Planning for the performance of intelligence,
counterintelligence (Cl) and security functions is acconplished
as an integral part of overall command pl anni ng.

(2) Define intelligence objectives in terns of Priority
Intelligence Requirements (PIR) based on TRADOC Conmmander’s
gui dance and intelligence support requirenents.

(3) To satisfy intelligence, CI and security support
requi renments during full nobilization, DCSINT forns an
Intelligence Support Cell (1SC) from existing personnel
resources. During |esser |evels of nobilization or operational
support, DCSINT provides required intelligence and security
support in accordance with current guidance fromthe TRADOC Chi ef
of Staff and Command G oup.

(4) Priority Intelligence Requirenents (PIR). See
Appendi x 3 this ANNEX.

b. Tasks.

(1) DCSINT. (During full nobilization, otherw se as
indicated in para 3.a.(3) above.)

(a) Establish and maintain coordination with other
MACOMs, DA DCSINT, 902d Mlitary Intelligence Goup, and Nati onal
Intelligence Agencies.

(b) Ensure tinely, accurate intelligence, counter-

intelligence and security, and weather support is provided to the
TRADOC Commander, staff, and subordi nate conmmanders.
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(c) Establish and maintain an intelligence/terrori st
threat Order of Battle and country file data base to support
i ntelligence requirenents.

(d) Miintain liaison with |ocal, state, and federal |aw
enf orcenent agenci es.

(e) Prepare intelligence reports/sunmaries and briefings
for the TRADOC Conmmand G oup and staff.

(f) Provide information, automation, conmunication, and
personnel security program support to ensure protection of
sensitive and classified information.

(2) Counterintelligence. See Appendix 4 this ANNEX
(3) Meteorology. See Appendix 5 this ANNEX

(4) Special Security Ofice (SSO Support. Submts
conpel ling need requests for Sensitive Conpartnented |Infornmation
(SCl') access, approves SCI billets, indoctrinates for SCI, and
establishes both Field Sensitive Conpartnented | nfornmation
Facilities (SCIFs) and Tenporary Secure Wrking Areas. Provides
comruni cati ons support via the Defense Special Security
Communi cati ons Support (DSSCS) system at nobilization sites.
Provi des access to available intelligence data bases.

(5) Mapping, Charting, and CGeodesy (MC&G .

(a) DCSINT assists in map procurenent, production and
di stribution. The provisions of TRADOC Panphl et 420-4 descri be
appropri ate procedures.

(b) Under energency conditions, use |ocal and regional
map repositories or reprinted maps.

c. Coordinating Instructions. The DCSINT Intelligence
Support Cell (I1SC) prepares the foll ow ng reports:

(1) The Daily Intelligence Summary (DI SUM containing a
synopsis of major events in selected world regions, threats
agai nst TRADOC and descriptions of incidents affecting security.

(2) Threat advisories from HQ TRADOC or TRADCC
installations to higher headquarters, or DCSINT, to advise of
threats, inpending threats, potential threats, disruptions and
actions taken.
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(3) Situation Reports (SITREPs) as directed.
(4) Daily Staff Reports to record daily events.
4. ADM NI STRATI ON AND LOd STICS. See basic plan.
5. COVWAND AND CONTROL. Upon execution of TMOPES, Intelligence

and Security functions renmain under the operational control of
the DCSINT as indicated in para 3.a.(3) above.
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APPENDIXES:
1 - Strategic Threat
2 - CONUS Threat
3 - Priority Intelligence Requirements
4 - Counterintelligence
5 - Meteorology



Appendi x 1 (Strategic Threat) to ANNEX B (I NTELLI GENCE) to TMOPES
1-97

1. Overview The disintegration of the Soviet Union has all owed
ethnic and other conflicts to reenmerge in Eastern Europe, the
Caucasus, and Central Asia. The potential for conflict in the
M ddl e East and South Asia, where many states inport arns and
seek to devel op weapons of mass destruction, remains high.
Communi st regines remain in place in China, Cuba, and North
Korea. The foundations for political systens in Sub-Saharan
Africa and Latin America are fragile and coul d be underm ned by
regional conflict and economc turnoil. Finally, the
proliferation of nuclear, chem cal, biological, and advanced
technol ogi cal weaponry continues to be of grave concern.

2. Russia and other Successor States to the USSR  The

di sintegration of the fornmer Soviet Union and the severe econonic
di sl ocati on caused by the transition fromcommunismto capitalism
has greatly reduced, for the near term the potential for Russian
mlitary aggression against the U S. and its NATO al lies.

Russia’s conventional military capabilities continue to suffer,

as evidenced by the poor showing in Chechenya and incidents of

starvation at remote bases. Nevertheless, Russia still possesses

a formidable strategic nuclear arsenal with the capability to

threaten the U.S. The other successor states to the Soviet Union

pose little or no direct threat to the U.S. Belarus, Kazakhstan,

and Ukraine are in the process or have completed transferring

their nuclear weapons to Russia. However, the danger remains

that, due to economic necessity, some of the successor states

will sell advanced weapons or technology inherited from the USSR

to rogue states such as Libya, Iran, or Iraq. Also, conflicts in

the Caucasus and Central Asia have the potential to spill over

into the Middle East.

3. Eastern Europe. The Eastern European countries continue to
shift their military establishments from postures dictated by
defunct Warsaw Pact requirements to smaller forces reconfigured
and deployed to meet purely national needs. Most governments in
the region are making steady progress in establishing Western-
style civilian-controlled defense forces and are seeking
membership in NATO. Despite these positive trends, the threat
remains of armed conflicts arising from historical or ethnic
grievances, such as the case in the former Yugoslavia.

4. Middle East. In the Middle East, lasting regional stability
remains elusive. Over the next 10 to 15 years, Iran and Iraq

will continue their competition for hegemony in the Persian Gulf
and will seek to strengthen their military capabilities. Another
war between these two states is possible. Libya continues its
attempts to produce chemical weapons. Over the next ten years,
several Middle Eastern states will acquire medium range ballistic

B-1-1



Appendi x 1 (Strategic Threat) to ANNEX B (I NTELLI GENCE) to TMOPES
1-97

mssiles, which will extend a threat of attack (possibly nuclear)
to parts of Europe and Eurasia. Despite Israel's peace

agreements with Egypt, Jordan, and the Palestinians, renewed

Arab-Israeli conflict is possible due to Syrian claims to the

Golan Heights and the continued presence of radical Muslim

militia groups in Lebanon.

5. South Asia. Tensions between India and Pakistan remain
serious. They both maintain large military establishments, and

if hostilities break out between the two, nuclear weapons could

be employed by either country. Compounding the problem, both may
deploy short-range ballistic missiles by the end of the decade.

6. East Asia. The situation on the Korean Peninsula poses the
most serious short term security problem the U.S. faces in East
Asia. North Korea maintains the option to unify the Peninsula by
force. Throughout the decade, the quantitative military balance
will continue to favor the North. Despite continuing efforts in

the near term, the South will not achieve an independent
capability to defend itself, and it will remain dependent on U.S.
support. The status of North Korea's nuclear weapons program
remains a cause for concern. North Korea could have a nuclear
weapon within two to three years of a resumption of the program.
China poses the greatest long term threat to U.S. interests in

East Asia. The Chinese have become increasingly aggressive in
asserting their claims to Taiwan and the entire South China Sea.
They are purchasing significant amounts of advanced conventional
weapons (including SU-27 aircraft) at bargain prices from the
cash-strapped Russians. China is reportedly also seeking to buy
SS-18 ICBMs from Russia, ostensibly for its space program, which
would provide the capability to launch a nuclear strike on CONUS.
Chinese sales of ballistic missiles and nuclear technology,
particularly to rogue regimes, pose a direct threat to U.S.
interests.

7. Sub-Saharan Africa. Sub-Saharan Africa is perhaps the most
unstable region in the third world, and will continue to be so

over the next decade. U.S. forces will face continued
involvement in humanitarian relief operations or evacuations of
U.S. citizens, such as those in Somalia, Rwanda, Zaire, and
Liberia.

8. Latin America. The continued strength of democratic
governments, the weakening of some insurgencies, and the end of
Soviet influence are positive developments. However, narcotics
trafficking, sometimes associated with insurgent groups,

threatens several Latin American countries. Cuba remains a
concern, due to the continued presence of a Russian SIGINT base
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and the economc instability caused by the | oss of Russian
mlitary aid.

9. Wapons and Technol ogy Proliferation. The proliferation of
nucl ear, chem cal, biological, and advanced conventi onal weapons
technology is of critical concern. Many third world countries
are devel opi ng dual -use technol ogi es that could be diverted for

t he production of such weapons. This situation is exacerbated by
the proliferation of conventional weaponry of ever-increasing
sophi stication to some of the nost unstable parts of the world,
causing a potential threat to U S. forces or allies.

10. Another energing threat is information warfare. Adversaries
are aware of U. S. dependency on information systens. They wil|l
attenpt to exploit U S. dependency across the information warfare
spectrum by the introduction of viruses, manipulation of and

Il egal access to databases, and ultimately, the destruction of

i nformati on system and equi prent.
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Appendi x 2 (CONUS Threat) to ANNEX B (I NTELLI GENCE) to TMOPES
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1. Overview TRADOC s m ssion and | ocation conbine to nake it a
val uabl e target for a terrorist attack. 1In recent years, both
foreign Muslimterrorists and donestic anti-governnent groups
have denonstrated the ease with which they can cause maj or danage
and loss of life in the U S Individual alertness, training, and
preparation for possible terrorist acts have proven to be
effective deterrents. Every individual nmust be famliar with the
threat of terrorism how terrorists operate, and the procedures
that are effective in mnimzing the threat. TRADOC nust
continually be aware of the terrorist threat probabilities and
train the force regarding proper safety neasures.

2. Foreign Intelligence Service Threat. The dem se of the
Sovi et Uni on and Warsaw Pact have changed, but not elim nated,

t he espionage threat. Foreign intelligence services (including
those of sonme U.S. allies) now place a higher priority on
collection of U S scientific and technical information. Through
i ncreased enphasis on security procedures (particularly in regard
to communi cati ons and conputers) and strict adherence to U S
Arny protection progranms, TRADOC personnel can reduce the flow of
sensitive U S. technology to foreign adversaries/conpetitors.

3. Threat Data. Local and national |evel counterintelligence
agenci es are responsible for collecting and di ssem nating
terrorist threat data. Upon nobilization alert, CONUS threat
information is made available for further distribution to
appropri ate personnel.

4. Early Warning. Mlitary activities are especially vul nerable

during the early stages of nobilization. Early warni ng and
security awareness neasures are inplenented.
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Appendi x 3 (Priority Intelligence Requirenents) to Annex B
(I NTELLI GENCE) to TMOPES 1-97

1. Information on the follow ng special areas of interest is
required to fulfill TRADOC PIR

a. What are the mlitary capabilities of potential threat
nations? |nclude equi pnment, doctrine, tactics, strength figures,
organi zation and training, force conposition and di sposition,
ai ms and objectives of eneny forces.

b. Wi ch energing technol ogi es or weapons systens have
proliferated to the extent that they threaten U S. ground forces?

c. What nation’s organizations possess or are pursuing the
development and/or acquisition of nuclear, chemical or biological
agents and delivery means to include tactical ballistic missiles?

d. What are potential enemy countries' or organizations'
capabilities to employ terrorism, Special Operations Forces,
agents or sabotage groups to hinder U.S. mobilization
capabilities and deployment?

e. What TRADOC installations/activities would be potential
targets of enemy forces or long range attack means such as
missile strikes? What would be the effects of such attacks?

f. How, when, and by whom will our digital information
systems and global command and control systems be attacked?

g. What is the threat to TRADOC installations from domestic
or international terrorist groups/organizations?
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Appendi x 4 (Counterintelligence) to Annex B (I NTELLI GENCE) to
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1. SITUATI ON
a. Eneny Forces. (See Appendix 1 and 2)
b. Friendly Forces. (See basic plan)

c. Assunptions. During periods of operational or
contingency support, foreign intelligence services increase their
efforts to obtain data pertaining to TRADOC nobilization
trai ning, doctrine, or conmbat devel opnents.

2. MISSION. On order, the DCSINT’s Director of Security
provides security support to successfully complete military
operations.

3. EXECUTION.

a. Concept of Operations. TRADOC expands its
counterintelligence (CI) and security program to protect
classified and sensitive unclassified information.

b. Tasks. During operations, contingencies, and/or any
level of mobilization, the Director of Security and TRADOC
installation and activity security managers perform the
following:

(1) Counterintelligence:

(a) Assess foreign intelligence service capabilities to
impede mobilization efforts.

(b) Receive, analyze, and disseminate information and
intelligence that may impact mobilization missions.

(c) Maintain liaison with local and national Cl elements
to ensure a continuous channel of communication.

(d) Provide CI for TRADOC's operations security (OPSEC)
initiatives.

(e) Participate in OPSEC surveys to identify and protect
all sources of exploitable information, communications, and other
electronic weaknesses.

() Monitor Sabotage and Espionage Directed Against the

Army (SAEDA) programs, particularly with respect to
identification of incidents and reporting requirements.
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(2) Information Security:

(a) Expand oversight and security awareness prograns to
ensure sensitive material is safeguarded and di ssem nated on a
strict need-to-know basis.

(b) Ensure the tinely distribution of all pertinent and
new y devel oped security classification guidance.

(c) Oversee security conprom se investigations and
ensure command corrective action is pronpt and appropri ate.

(d) Advise nobilization units to review classified
docunents prior to arrival at nobilization stations to ensure
only operational essential classified naterial is retained.

(3) Information Systens Security (ISS):

(a) The TRADOC Information Systens Security Program
Manager (I SSPM, assigned to the Directorate of Security, DCSINT
provi des | SS gui dance and policy for all of TRADOC. |SS Managers
(I'SSM, assigned to each installation or region, conduct risk
anal yses to determ ne how to counter threats to systens at
nobilization sites. The Information Systens Security Oficers
(1SSO), assigned to HQ or Center and School directorates and
of fices, coordinate formal accreditation upon conpletion of risk
anal yses. Tactical and nobile Automated | nformation Systens
(AI'S) nust receive the level of security consistent wth the
t hreat situation.

(b) The 1SSO notifies the Informati on Systens Security
Manager (I SSM when a change in the sensitivity designation is
deened necessary for any automated systemw thin his purview and
take appropriate action based upon such change. This requirenent
is particularly critical at data processing activities which have
been or could be designated as relocation sites for another
aut omat ed system of hi gher sensitivity.

(c) 1SSCs must consider control of conprom sing
emanations protection requirenents for conputers processing
classified data under provisions of AR 380-19-1.

(d) Each ISSO is responsible for the day-to-day security

of AIS facilities, equipnent, and expendabl e nedia belonging to
or in the custody of the staff or office.
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(e) 1SSCs nmake sure all AIS nedia, as defined in AR 380-
19, are treated, handl ed, and destroyed as " CONTROLLED
UNCLASSIFIED INFORMATION" (CUI) or “SENSITIVE BUT UNCLASSIFIED”
(SBU) as a minimum, and marked accordingly.

() 1SSOs develop procedures for routine and emergency
purging of internal memory and AlIS media in the event of civil
disturbances.

(g) 1SSOs make sure computer operators and maintenance
personnel are cleared to the level of sensitivity of information
processed.

(h) 1SSOs ensure that users do not place classified or
sensitive information on unsecure e-mail systems or internet
home-pages.

(4) Personnel Security: Upon declaration of
Presidential Selected Reserve Call-up (PSRC), TRADOC requests
authority from HQDA, DCSINT (DAMI-CIS) to waive investigative
requirements contained in AR 380-67 and issue interim security
clearances as operationally necessary without prior approval of
the U.S. Army Central Personnel Security Clearance Facility.

(5) Communications Security:

(&) One of our greatest vulnerabilities is our telephone
system (to include cellular phones), therefore, make every effort
to use secure phones and do not “talk around” classified or
disclose sensitive information during non-secure telephone calls.

(b) Headquarters conducting classified and sensitive
operations should consider whether they need Communications
Security (COMSEC) monitoring support.

(c) Units take every precaution to ensure the security
of keying material, including 24-hour armed guards where
required.

(d) TRADOC expeditiously disseminates any changes in DA
and command policy for security of crypto material and/or
controlled cryptographic items.

(6) Information Disclosure: Ensure all information for
release to foreign representatives are reviewed and approved by
appropriate security personnel prior to releasing information to
the requester.
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4. ADM NI STRATI ON AND LOG STICS. (See basic plan)
5. COVMAND AND CONTROL. During both full nobilization and

peri ods other than full nobilization, Security Drectorate
remai ns part of the DCSI NT.
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Appendi x 5 (Meteorological) to Annex B (I NTELLI GENCE) to TMOPES
1-97

REFERENCES.

AR 115-12, "U.S. Arny Requirenents for Weather and
Cl i mat ol ogi cal Support™.
AR 115-10/ AFJI 15-157, "Meteorol ogical Support for the U S

Arnmy".

1. GENERAL. The U S. Air Force (USAF) provides neteorol ogical
support for the U S. Arny through the Directorate of Wather
(DOW at Air Force Major Conmands and functionally aligned Air
Support Operations G oups (ASOGs).

2. CONCEPT OF SUPPCRT

a. The USAF Staff Wather O ficer (SW) assigned to TRADCC
DCSI NT provi des neteorol ogi cal support for TRADOC. The SWO
coordinates directly with the TRADOC Comrander and staff
concerni ng weat her support. SWD>s assigned to the Intelligence
Center and Conbined Arns Center are responsible for weather
support at those |ocations.

b. The 3rd Air Support Qperations Goup, Fort Hood, TX and
the 18th Air Support Operations Goup, Fort Bragg, NC operate
fi xed weat her stations to provide weather support to sel ected
TRADOC installations | AWAR 115-12.

3. COVMUNI CATI ONS AND LOGE STICS.  Joint Arny and Air Force
responsibilities for fixed and nobil e weat her conmuni cati ons and
| ogi stic support are specified in AR 115-10/AFRJI 15-157.

Speci fic comuni cations and/or |ogistics requirenments for the
contingency are addressed in operations plans.

4. OPERATI ONS PLANS. Operations plans include a weather annex
or appendi x specifying neteorol ogi cal support required, how data
I's provided and the | evel of support by Air Force weather units
| AWAR 115-12. COperations plans will include the | evel support
the Arny customer provides the assigned weather unit | AW

AR 115-12 and AR 115-10/AFJI 15-157. dinmatological data, as
wel | as, solar and |unar tables are provided, as required.
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